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SUBILCT CYBER SECURITY.ADYISORY.. MALIIOWS SPEAR PHISHING EMALL ATTACKERS (APYISORY 0. 132029

. Context  Reportedly, Indian theat actors are targeting government and defence departaients fordota—
Acquisition via- spear-phishing e-matls. In this regards, e-mails targating specific users containing. malicious |
documents have been identified Datails are as under j

|

2 Meodusi Qperandl

Malwaie propagated via spear phishing file names related to Pahalgam

a.
Incident (UpdateOnPahalgamAttackiiOK).

b, The malicious file had an extension of .chm (Complied HTML), which when clicked executes a :
b

hidden executable/ malicious file in background

¢, The malware after execution secretly collects data and images from device and further uploads

to C&C (cyber esmonage).
The documents contains screenshots of ARY, Duniya News, Channel 24, GTV, Express News etc.

a.
Details of malware are further elaborated in subsequent paragraphs.

3. Technical/ Malware Retails

a Mailware.File Name. UpdateOnPahalgarnAltachllOJK(1-4).chm

Hidden File/ Malware Nang.
chen (cempiled HTML)

UpdateOnPahalgamAttachllOJK exe

[o3

[ File Extensino.

Type.of Malware  Infastealer Trojan
Email, WhatsApp Messages

o

e Infrction Yector

|
|
} f Petection.  Highly evaive (¢ urrently no known antivirus can detect this)

) Prevention  Apply systern hardening controls
A

h. Cornmand and.Control.(C2.server)

;rs_:.;m;jmss Port pen Port.-;"Hosling_gompany ’rLOcation

lql) [151.236.21.-18'080 13380, 8080 IAZH Europe (VPSFrance
Campany)

i Capabilities of Malvrare. Malware comprises of followiny capabilities:

‘ () Querying of system nformation and acaount information including S Name, OS Version, 0S Manulacturer, OS
Canliguration ele

@21 The malware has the capability to query all systern directions, shared folders, Documents,
Dovinloads, Desktop and system drive and lack for PowerPomt, Document files, Word and POF files.
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(13)  The consplidar 0
_ ed inlormatic : \!
/ yatematic manner rmatic o/ documents arg uploaded to €2 server menbeneein pary A8
s ¥
I
4 Usee Adyi ’e
CCAAYICe Abave " . \
phislnng emails M"'eo"er, ﬁ" "M"“”‘. |t|\ vy, Al users and I"’”“”IHHHOH e atlvisedd 10 fern i v |'||.|ll' "y, \|,- '
individual network firewalls. Cyber §o¢ stratans e advised 1o block above nentioned mahaous domain/ tind,
Cyber Securnty Yuidehnes are attached as Annux«A 1.
3 lor any !
' any query or reporting 1 ol ek i b
= nahvare/ iy ) ] ) p g e 0N eman adiiie
lalcon1947@proton me b ( malware/ yber madent, please forwarded the saim v
\

6 Kindly ¢
y tisseninate the above information ta all concerned in your organization. attached/attihated

aepartments far implementation

Annex-A

Guidelines for. Smart Phone/ Inteenet 4 Email Security

a. | Be Awire of Phishing Attagks
(1) Never open email attachments from unknown sources/ senders.
(2) If an email seems suspitious, just ignore i1, even don't try to unsubscribe it by clicking )

unsubscribe link as it may allow hacker to access your emails data.

(3) Mever open any allachment withoul anli-virus scan.
(4) I any suspicious email is receiven, immediately consult IT Administrator of your organization
b Usg Strong Pasiwerdls

(1) To ensure email security, slways use strong passwords employing combination of alphanumeric,

special characters, upper and lawer case letters.

(2) Avoid using general and easily quessable passwords ¢.9. DOB, own/ family

names, vehicle registration number et
(3) Regularly change passwords,

c. Wse Two Factor Auth enfication:

(1 In additien to strang passwords, also use two factor authentication e.g. OTP via call/ message,

password reenter mechamsm elc.

(2) Never share your One Time Password (QTP) with anyone.

d. Avoid Email 12 EXpoinLe:

(1) Avoid shanng eminl 1D with unknown persons.

2) A'uays confirm the «dentity of the individual to/ from whom email is being sent/ received

(3) Avuid prowiding personal details in suspicious intermet campaign.

(4) Never use official email for private communication. Always use separate email 1Ds for personal

and official correspondence.

————a e T n =
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G Never confiquee/ use official email an molyle phones

e Alwaysdend Password Protected Documents
(1) Alemai attachments sent must e encrypted with password.

D . .
s (2) Password must be cammunicatid through a separate channel such as SMS, Call or WhatsApp
nessage.

) Delete password from the sending channel (SMS, WhatsApp etc) once received /by the

receiving party.

L UseWell Reputed and Licensed Anti-Vinis
() Tndpoint (computer system or laptop) on which official email/ data is being accessed/ sent must f
be secured through reputed, licensed ano updated antvirus/ anti-malware solution. ‘
|

(2) Alviays keep system Firewalls activated and updated. ‘
g. Use Rohust Paid Anti-Spam Filter
(M Use reputad Spam Filters.
) Do not rely on Google/ Yahoo's Spam Filters as email attackers have become much

sophisticatedl.

h. Avnid Storing Daty.on Clond. ilornge

(Y Never store personal and olficial data on untrusted cloud storage.
(2) Avoid using online docunment converting tools (Word to PDF etc) with clogg_bggaegvdata storage
technology. - - L .
: ol LB N |
Q.l'y'_fﬂ"_om;af_f.hg-ie_dgudﬁpxenu.ne.nJ;nnd,Qllgi§ ecretaries of the Proyincial ¢J ‘mrnnm_t{‘,
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Major Hafiz Adnan Rana
Assistant Secretary NTISB-1l

CABINET DIVISION Mo.1-5/2003/24(MTISB-1 Dated 03 July , 2025
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