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Introduction. Reportedly, Ivanti Exploit (Zero Day Attack) was allegedly conducted by APT-15 aka Nickel/Flea

‘herein Ivanti devices specifically used by Telecom/ ISP sector across the globe were exploited including Pakistan.

2.  Ivanti Products. Ivanti is a technology company that provides IT management and security solutions for
usinesses offering range of products including Endpoint and IT Service Management, Virtualization services etc.

3. Advice for Users

a. All Ivanti device users are strongly advised to perform through internal cyber audits and review system
)gs on affected devices to identify any Indicators of Compromise (loCs), suspicious activities or malicious scripts for timely
ontainment and remediation of potential threats.
£
b. All users including ISPs/Core Network owners to upgradé [vanti devices with the latest patch.
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