NO.DG-1I/ CERT/4/124/2023
GOVERNMENT OF SINDH
SCIENCE & INFORMATION TECHNOLOGY
DEPARTMENT
Karachi, Datecd: 13" November, 2025

| The Chairman, Enquires, Anti-Corruption, stablishment Sindh, Karachi.
) The Chairman, Planning & Development Board Sindh, Karachi

3 The Chairman/Chairperson, CMIT Sindh, Karachi

1. The Chairman Sindh HEC Karachi.

5 The Senior Member Board of Revenue (BOR)Sindh, Karachi.

0. The Additional Chiel Secretary, Govt of Sindh_ .

The Principal Secretary to Governor Sindh, Governor Secretariat, Karachi.

8 The Principal Secretary to Chiel Minister Sindh, Chief Minister Sccretariat, Karachi,
G, The Administrative Secretary, Government of Sindh (All). T —

10, The Provincial Ombudsman, Sindh.,
11.  The Inspector General of Police Sindh, Karachi
1> The Divisional Commissioner (All) in Sindh ]

SUBJECT: CYBERSECURITY ADVISORY ON IMMEDIATE MITIGATION OF MULTIPLE CRITICAL
VULNERABILITIES IN PALO ALTO NETWORKS (PAN) PRODUCTS

In view de recently identified multiple high-severity vulnerabilities in Palo Alto Networks
(PAN) products which are being actively exploited by advanced persistent treat (AT groups, cyber-
criminal svndicate and had actors the attached Advisory the NCA-15291025-National CERT Advisory-
\ultiple Critical Vulnerabilities in Polo Alto Network Annexure) has been issued by the National Cyber
Lmergency Respense Team (National CERT).
2 The advisory outlines the nature, risks, and operational impacts of these vulnerabilities,
which affect PAN-OS firewalls and associated cloud services. The identified flaws enable remote code
execution {RCE), authentication bypass, and unauthorized administrative access allowing threat
actors to gain full control of vulnerable systems. Ongoing exploitation campaigns have been observed
globally and regionally since late 2024. Successful compromise may result in complete system takeover
data theft espionage, persistent access, and disruption of critical security services.

3 Given the widespread deployment of PAN products across Pakistan's government,
detence, financial, and eritical infrastructure sectors, these vulnerabilities pose a serious National
Cyber Security and data sovereignty threat. The advisory further highlights supply chain and vendor
zovernance concerns urging all entities to conduct technology screcning and ensure comphance with
Pakistan Security Standards (PSS) to mitigate exposure

i It is requested that the attached Advisory be disseminated to all relevant departments
agencies, and organizations under your administrative control

Annexure. NCA-15291025-National CERT Advisory-Multiple Critical in Po Alto
Networks (RAN) Products T
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A copy is forwarded for information and necessary action to: - O
i. Director General (nCERT). L Block, Pak Secretariat, lqlamab'xd '
2. AS(51aff) to Chief Minister Sindh, I\drachl
3. Director (Operations), S&IT Department, Govt. of Sindh
4. PS to Chief Secretary, Sindh.
5. Staff Officer to Special Assistant to Chief Minister Sindh, S&IT Department, Govt. of Sindh, Karachi.
. PS to Secretary 1&C, SGA&CD, Govt. of Sindh, Karachi.
7. Stalf Officer to Secretary S&IT Department, Govt. of Sindh, Karachi.

\_& Webmaster, for uploading the advisory on url: Alps. L L. sindh. gov. pk/
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Annexure

NCA-15.291025 - National CERT Advisory —
Multiple Critical Vulnerabilities in Palo Alto
Networks (PAN) Products

1. Introduction 3 _i'.‘-‘-?

)

Multiple high-severity vulnerabilities have recently been identified in Palo Alto Networks
(PAN) products, including PAN OS firewalls and associated services. These vulnerabilities have
been actively exploited in the wild since’ 1Iate 2024 by state-sponsored threat actors,
cybercnmlnal syndicates, and hacktwlst g ups The"ﬂaws:allow Remote Code Executlon (RCE),

strategic cloud mfrastructure presence;t rough., ocal artpe__
presents a substantlal national cybersecunty and data soverelgnty risk.

2. lmpact
Successful explortatron of t e

a. Remote Code Executlon (RGE)_”, Complet control of targeted PAN-OS systems or
management intérfaces... i :

b. Privilege Escalation: Unauthonzed acqmsmon of admlmstrator privileges, enabling

configuration changes and data access: s,

Credential Theft: Extraction.of: stored authentication tokens and session data.

Persistent Access: Implantat[on of backdoors or mahclous firmware for long-term

espionage. (r

e. Data Exfiltration: Theft of S

configuration files. ’
f. Service Disruption:’ Degradallon or denial of security services protecting critical

infrastructure.
g. Cloud Compromise: Use of compromised firewalls as a pivot for lateral movement

in hybrid or cloud environments.

Q6

ensutlve data tncludlngsencrypted traffic, credentials, or

National Cyber Emergency Response Team (NCERT)
Government of Pakistan
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3.1 Vulnerability Overview

CVEID Affected Description CVSS
N Product(s) : v3.1
CVE-2024- PAN-OS Zero-day authentication 9.8 CWE-287 (Improper
0012 bypassavulnerab:hty | (Critical) | Authentication)
enablmg admln pnwlege"
escalation /|
CVE-2024- R0 “Exploltgdﬁfor remote |96 CWE-285 (Improper
9474 " | access in cloud i |(Critical) | Authorization)
) i :?.'deployments L
CVE-2025- PAN‘ at 4 '%Unaytl;onzed access CWE-306 (Missing
[0108 -‘Flrewalls» VL éi’*"’”“Y“’ >xploited . Authentication for
sl releas Critical Function)
CVE-2025- . i g 4 | CWE-20 (Improper
s o (Cntlcal) Input Validation)
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. Explmtatqon Status

2024

3.3 Observed Adtii}iﬂ;"""-

a’f“i@'ﬁf’ |
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ment inté'rfa‘rcle.s;f cloud APIs)
ork access tto vulnerable endpoint

Security research teams including Arctic Wolf Wiz, and Unit 42 have documented
coordinated exploitation campaigns Threat actors have leveraged compromised PAN-
OS devices to gain initial acces\;s, move Iate(aﬂy wnthln cloud environments, and deploy
data-stealing implants. Attack tglemetry lndiqgtqs targeting of virtual firewall instances,
cloud gateways, and internet-exposed NGFW management consoles.
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Affected Systems
Systems vulnerable to these attacks include:

PAN-OS versions prior to the January 2025 patch (including 10.x and 11.x series).
Next-Generation Firewall (NGFW) appliances with exposed management interfaces.
Panorama management servers connected to cloud infrastructure.

Unsegmented or misconfigured deployments allowing public access to admin
consoles.

e. Cloud-hosted PAN-OS lnstances used for hybnd environment connectivity.

coow

Exploit Condltlons ;
Successful explmtatlon typlcally requtres

Network access to expose management or: API mterfac:es

Unpatched PAN-OS versmns vulnerable to. authentloatlon bypass or RCE.
Absence of: network segmentation |solat|ng management networks.
Default or weak credenttals remaining in productlon ‘environments.

Direct tnternet exposure of f rewall management ports (443, 4443 6082).

oo o

Recommendatlons & Mltlgatlon Actlons

hL

6.1 Patch lmmedlately (Prlmary Mltlgatlon)

a. Appty all latest PAN-OS and GlobalProteet updates as per the official Palo Alto
Networks Security Adwsory | Bl Y
b. Validate the integrity: of all fi J'rqware |mages andtconﬁguratlon backups.

c. Reboot affected systems after patching and venfy patch installation via version
checks. FOD \ ey et |

-

6.2 Restrict Access and Harden. Cont"gurations

a. Isolate management |nterfaces from the mternet and restrict them to trusted
subnets. % :

b. Disable unused services and web mterfaces on PAN devices.

c. Change all administrative credenttat‘s even after patching, to mitigate potential
credential compromise.

d. Enforce multi-factor authentication (MFA) and least-privilege access controls.

National Cyber Emergency Response Team (NCERT)
Government of Pakistan
Pak Secretariat, L Block, Islamabad, Pakistan
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6.3 Network and Endpoint Monitoring

a. Deploy Intrusion Detection/Prevention Systems (IDS/IPS) with updated PAN.q
signatures.

b. Monitor logs for unusual administrative logins, configuration changes, or file
transfers.

c. Implement SIEM correlation. rules for PAN management IPs and suspicious
HTTP(S) POST requests. A

d. Track indicators of compromlse (IoCs) shared by Arctic Wolf and Wiz.

1yl
)

6.4 Supply Chain and Vendor Governance

a. Conduct vendo;mthechnology screenlng for cybersecunty products with potential
foreign ownershlp or hostile aﬁ‘" liations.

b. Review’ contractual obllgatlons and data resudency clausee to ensure compliance
with national secunty dlrectwes Btz

c. lntegrate vendor assessm r _elnt frameworks mto procurement workflows for critical
mfrastructure : ;

6.5 Adoptlon of Natl

a. Enferce cemphance;
cybé\;secunty pro 1T
b. Vendore partne
certlﬁcatldn and:

“-Phone #*051'*‘91 03543

c. Align PAN deployments with PSS gwdehnes for ‘network segmentation, data

sovereignty, and securityf‘auditang N
d. Require PSS certifi caluon for vendors operatmg in sensitive or government
sectors. ad

6.6 Promote Indlgenous TecHridlbgies’ i
.ﬁ U P % B
a. Prioritize local or sovere:gn cybersecurlty solutlons where feasible.
b. Support partnerships with domestic cybersecurity vendors for the development of
indigenous firewall and cloud defense technologies.

c. Reduce dependency on foreign technologies for critical infrastructure protection.

National Cyber Emergency Response Team (NCERT)
Government of Pakistan
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7 Incident Preparedness and Response

a. Update incident response playbooks to include PAN-specific exploitation
scenarios.

b. Immediately isolate compromised systems and collect forensic artifacts (logs,
network captures, memory).

c. Notify National CERT and sectoral SOCs for coordinated incident response.

d. Verify backup integrity and restore from trusted images if compromise is
confirmed. '

7. Monitoring & Detectlon

Organizations should |mplement contlnuous monltorlng for:

a. Repeated falled or successLul admln Iogins from unrecognlzed IPs.
b. Conﬁguration file modlﬂcatlons out3|de approved change windows.
c. Abnormal outbound co qectlons initlated by PAN ‘management interfaces.
d. Suspicious command execution patterns or system restarts.
e. Unusual AP)| activity involwng GIobaIProtect or. Panorama serwces
d
Integrate fi ndtngs into centrahzed SIEM platforms and correlate across network endpoint,

and cloud telemetry for early detectron of oompromise
ll . II ]

8. Incident RQSPO"SQ?&"R‘.-‘a.d_'_'.‘???r o

If compromise is suspected Wi Yl

T o ’. 1

Isolate affected PAN app]tances |mmed1atety
Preserve and analyze system Iogs memory dumps and network captures.
Reset credentials for all connected systems and adm|n|strators

-----

Conduct threat-huntlngffor per5|stence mechanlsms, webshells, or Iateral movement
indicators. " ¥ " U

S ESE
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9. Patching Summary

~ Version Affected Components - Status | ?
Category %
‘Vulnerable PAN-OS prior to Jan 2025 patches; Must patch and harden
B unsegmented or unpatched NGFWs immediately
Secure Systems running latest PAN-OS builds with Continuous monitoring
restricted management access required

W oy

1. https://security.paloaltonetworks.com/CVE-2025-0108

2. https://nvd.nist.gov/vuln/detail/CVE-2025-0282

3. https://forums.ivanti. com’!sfart"iEiléfSéc'l'jntv—Adwsorv—Ivantl Connect-Secure-
Pohcv—Secure-ZTA-GateWavs CVE-2025 0282 CVE 2025-

0283’?language-en US -"'fi'__ TR

operators, and ﬂnanclal mstltutlon to,

d

Immediately. patch aII ZPAN'iG)S systems’aand venfy conf" guratlon integrity.
Restrict management mterfaces from Ik Ilc.access and enforce strict access control.

c. Conduct comprehenswe vendo;' ahdr-"”'technelogy screenmg to eliminate

dependencies on hostile- natlon technologms* PR
d. Adopt Pakistan Security Standards (PSS) and promote indigenous security solutions

for resilience.
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